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ABSTRACT
In the 21st century, warfare has evolved into a battle of perception and information, with
the internet and social media playing key roles. This includes the spread of fake news,
propaganda, and disinformation through platforms like Facebook, WhatsApp, Instagram,
and Twitter. The present study delves into the intersection of digital media and fifth-
generation warfare, scrutinizing their collective impact on Pakistan's information culture.
Contemporary warfare strategies extend beyond kinetic methods, encompassing non-
kinetic approaches that manipulate ideologies and perceptions. In the context of Pakistan,
the exploitation of ideological fault lines through digital media has emerged as a potent
destabilizing force. This study identifies vulnerabilities within Pakistan's information
culture and elucidates the factors influencing its susceptibility to manipulation. A qualitative
exploration of the subject is undertaken through in-depth interviews with experts
possessing profound insights into the matter. The resultant thematic data analysis reveals a
significant gap in public awareness, leading to inadvertent contributions to the erosion of
Pakistan's information culture. Central concerns center around the misuse of the right to
freedom of expression, the prevalence of unchecked news dissemination, and the
prioritization of personal beliefs over national security imperatives. Notably, these
challenges are exacerbated by the pervasive influence of digital media platforms. This paper
proposes ideological and administrative reforms in response to these challenges. These
measures aim to fortify Pakistan's defenses against the insidious threats of fifth-generation
warfare. By addressing the root causes that allow disinformation and manipulation to thrive,
these reforms seek to rejuvenate the integrity and resilience of Pakistan's information
culture.

Digital Warfare, Fact verification, Fifth-Generation Warfare, Freedom of Expression,
Hybrid Threats, Information Culture
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Introduction

The evolution of the concept of war and the perception of security has closely
paralleled the shifting tides of a changing world. Barry Buzan's security model offers a
comprehensive framework that delineates traditional and non-traditional threats within
the modern understanding of security (Buzan, 1991). Traditionally, security was equated
with notions of territory, sovereignty, and military might. However, in the contemporary
landscape, security extends its purview to encompass the economy, politics, society,
military capability, environment, and technology, collectively shaping a state's security
dynamics (Buzan, 1991). The 21st century has ushered in a transformative shift in warfare
tactics. No longer defined solely by guns and bombs, warfare has now embraced a subtler,
more insidious dimension - the realm of gray zone conflict, commonly referred to as Fifth
Generation Warfare (5GW) (Tahir & Afridi, 2019). This new paradigm transcends kinetic
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methods and hinges upon non-kinetic strategies such as propaganda and disseminating fake
news. These means of conflict wield considerable potency, capable of sowing discord and
disruption on an unprecedented scale (Durrani, 2020).

In Pakistan, a nation marked by its youthful demographic and a proliferation of
diverse social media platforms, comprehending the patterns of information flow becomes
paramount (Muzaffar, Chohdhry, & Afzal, 2019; Jahangir & Bashir, 2022; Nadeem et al,,
2021). The ubiquity of information dissemination has created a populace often unaware of
the sources and the veracity of the information they consume or propagate (Yusuf, 2013).
The consequence is a volatile climate where incomplete or misleading information can
engender individual confrontations, thus inadvertently misleading others. The emergence
of information culture in Pakistan presents a conundrum akin to a crewless vehicle carrying
information devoid of clear origins or destinations. Modern technologies, like mobile
phones and laptops, ostensibly simplify life, but their less obvious consequences are
intricate and multifaceted (Muzaffar, Yaseen & Safdar, 2020; Ahmmad, 2022). The reliance
on information from websites and social media platforms has unwittingly fostered a new
breed of warfare, third-generation warfare, characterized by information manipulation and
discord (Kamboh et al,, 2021). The crux of this warfare lies in its non-physical nature; it is a
battle of perceptions, narratives, and manipulation akin to an invisible adversary. Fifth-
generation warfare employs information, propaganda, false news, and perceptions to steer
collective mindsets in desired directions (Tahir & Afridi, 2019). This psychological warfare
can shape political, social, and even relative outcomes (Kamboh et al., 2021).

This paper addresses the lacuna in Pakistan's information culture, primarily lacking
arobust validation process. It seeks to unveil the mechanisms of information dissemination
and the degree of fact-checking practiced by its audience while also investigating the
underlying factors influencing these practices. A broader objective is to elucidate the extant
challenges posed by media-driven manipulation and to forecast potential future challenges
should these issues remain unaddressed (Durrani, 2020). This new form of warfare
presents a multifaceted threat in Pakistan, leveraging its youthful population and profound
engagement with social media platforms. Recognizing the peril, the Director General of the
Inter-Services Public Relations (ISPR) highlighted the significance of remaining vigilant
against fifth-generation warfare and underscored the role of media as a frontline defense
(Zulgarnain et al., 2022). Recognizing that the adversary seeks vulnerabilities, securing
potential openings that may compromise the nation's information culture becomes
imperative. The former Joint Chiefs of Staff Committee (JCSC) Chairman, General (R)
Mahmud Hayat, noted India's strategic shift towards fifth-generation warfare in the
aftermath of traditional conflicts. It is clear that the military establishment in Pakistan has
acknowledged the threat and is prepared to confront it, but this task extends beyond the
military realm (Associated Press of Pakistan, 2020).

Literature Review

The amalgamation of digital media and fifth-generation warfare (5GW) has emerged as
a topic of growing apprehension and scholarly investigation, specifically in relation to Pakistan.
The objective of this literature review is to examine important topics and discoveries
concerning this intersection, providing insight into the changing characteristics of warfare and

its consequences for Pakistan's security environment.

Digital Media in Modern Warfare

The significance of digital media in contemporary warfare has been extensively
acknowledged in scholarly literature. It includes a diverse array of tools and platforms, such as
social media, cyberattacks, and information warfare. In his work, Thomas Rid (2013)
emphasizes the profound influence of digital technologies on the way wars are fought,

particularly highlighting the importance of cyber capabilities in modern conflicts.
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Fifth-Generation Warfare (5GW)

The understanding of the evolving nature of warfare is crucially dependent on the
concept of 5GW. The phenomenon signifies a transition from conventional, state-focused
warfare to a multifaceted environment in which non-state entities, such as extremist
organizations and rebels, exploit digital media to achieve their strategic goals. In his work, Brian
Holmes (2016) explores the notion of fifth-generation warfare (5GW) and its specific
ramifications for state security, with a particular focus on regions such as Pakistan.

Digital Media and Propaganda

An essential element of the digital battlefield involves the utilization of digital media for
the purpose of spreading propaganda and distributing information. The Taliban and ISIS have
successfully employed platforms such as Twitter and YouTube to disseminate their ideologies
and attract adherents. Weimann's (2015) research offers valuable insights into the online
propaganda tactics utilized by extremist organizations.

Impact on National Security

The convergence of digital media and fifth-generation warfare (5GW) presents
substantial obstacles to the national security of Pakistan. The state is confronted with dangers
from both domestic and international entities who manipulate the digital domain for the
purposes of subversion and radicalization. Ahmed and Yasin (2018) analyse the cybersecurity
environment in Pakistan and its ramifications for national security.

Countermeasures and Strategies

It is essential to make significant efforts to address the challenges presented by the
digital battlefield. Academic discourse frequently focuses on devising efficient countermeasures
and tactics to minimize the influence of digital media on fifth-generation warfare (5GW). The
study conducted by Stohl and Iasiello (2019) investigates the tactics utilised by governments to
combat online extremism and propaganda.

To summaries, the convergence of digital media and fifth-generation warfare creates a
dynamic and ever-changing environment that has significant consequences for Pakistan's
security and stability. To comprehend this intersection, a comprehensive approach is necessary,
integrating perspectives from cybersecurity, media studies, and strategic studies.

Material and Methods

A qualitative inquiry was conducted to investigate the research questions in this study
through interviews with key figures, including bureau chiefs, newspaper moderators, cyber
security experts, social media activists, and defense media personnel (Creswell & Creswell,
2018). A total of twenty-five responses were collected, comprising fifteen individuals from the
news sector, two prominent social media activists, and a group associated with defense media.
This diverse range of participants provided a comprehensive understanding of the subject from
various angles. Snowball sampling, where experts referred potential participants, was used to
target this diverse audience (Stangor, 2011).

However, the research encountered some challenges. Conducting online interviews via
platforms like Zoom occasionally faced technical issues like voice distortion and unstable
internet connections. Additionally, the sensitivity of the research topic led some participants to
be cautious about divulging intricate details, with a few refusing to have their interviews
recorded. To address this, participants were assured that their information would remain
confidential, and unrecorded interviews were transcribed for analysis while adhering to ethical
guidelines.
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To protect the privacy of participants, pseudonyms were used in the ensuing discussion,
maintaining the confidentiality of their identities as per research ethics principles (Berg, 2009;
Wisker & Wisker, 2008). This commitment to ethical standards fostered trust throughout the
interview process and underscored the ethical foundation of social science research.

Results and Discussion

The intricacies of fifth-generation warfare unveil a multifaceted realm
encompassing a plethora of tactics to exploit societal vulnerabilities, foment instability, and
engender conflict. This modern method of warfare relies on unconventional and often
unseen means, owing to the constraints placed on traditional military engagements by
international norms. The culmination of interviews conducted for this research paper
results in a comprehensive discussion of the diverse perspectives surrounding the
phenomenon, further classified into themes for clarity and coherence.

Perceptions and Definitions of Fifth-Generation Warfare

Recognizing the cornerstone for formulating effective policies necessitates a
thorough understanding of the prevailing issues. Consequently, interviewees were asked
about their familiarity with fifth-generation warfare and its nexus with advancing
technology. The responses provided a spectrum of definitions that echo the multifaceted
nature of fifth-generation warfare. Characterized by the manipulation of cyberspace, fake
news, propaganda, and misinformation, this warfare exploits societal weaknesses to
achieve diverse outcomes, primarily aimed at weakening states (Nawaz et al., 2020).
Notably, the discourse revolved around the means and ends of this warfare, revealing its
utilization as a potent tool for psychological manipulation and destabilization. Expert voices
underlined the severity of cyberterrorism, where data and information serve as weapons,
undermining state security and societal harmony(Nadeem et al,, 2021). Explaining the
means and ends of fifth-generation warfare, the responder of the interview, Hafsa from the
media pool said,

"Fifth-generation warfare is also called information warfare; it is primarily used for
propaganda to spread misinformation among the masses. By doing this, states malign
strategic institutions of enemies either to create mass resentment, political instability, and
regime change.”

The respondent, Faizan Ali from the defense media wing said,

"Fifth-generation warfare is the most recent and most pronounced concept in strategic
aspects of Pak-India relations. The concept revolves around launching disinformation
campaigns against Pakistan and India using the internet and social media. Propaganda is the
most efficient tool of 5th-generation warfare. The warfare is not just limited to the state of
Pakistan, but it has been expanded to overseas citizens of Pakistan.”

Few responders showed deep concern over the challenging nature of fifth-
generation warfare and how security evolved with this recent technological advancement.
One of the digital media analysts, Ayesha Tahir, with ten years in the field, said,

"l know all the severity of 5GW. Furthermore, how to deal with it. I am dealing with it
for six years. It has the subversive domain, most severe misinformation domain, leakage of
classified data, disruption in the social order is a war of perception.”

Emergence of Fifth-Generation Warfare as a Threat

The evolution of fifth-generation warfare has significantly disrupted traditional
notions of conflict, penetrating the realm of cognitive warfare. The mind becomes the
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battleground, and technology serves as the weapon. Notably, mostly interviewees identified
fifth-generation warfare as a substantial threat, capable of permeating and distorting the
thinking process of individuals. Cyber terrorism, as a subset of this warfare, was identified
as particularly menacing, involving threats, personal data breaches, and mass
misinformation campaigns. This warfare's potential to manipulate ideological divides and
exploit uneducated masses amplifies its impact, necessitating a comprehensive response
strategy (Tahir & Afridi, 2019). Qamar ul Haq, having extended experience in the cyber
security field, discussed and said,

"Cyber terrorism is the biggest threat to the world ever. Using cyberspace for threats,
the proliferation of personal info, and misinformation at the mass level are among the top
issues we face nowadays. We are less prepared to encounter it no as such legal framework exist
if exist it is to the minimal level.”

Incomplete Understanding of Freedom of Expression

A recurring theme in the discussions centered on the distortion of the right to
freedom of expression in fifth-generation warfare. The proliferation of propaganda is often
fueled by individuals who exploit this right with inadequate knowledge of its boundaries.
Many respondents expressed concern over the rampant misuse of this right, undermining
national security and facilitating the spread of manipulated narratives. The unawareness of
citizens about the limitations of their freedom of expression further exacerbates the issue
(Onat et al., 2022). Hamza Gill, having seven years of experience, marked the central
dilemma in exercising the right to the freedom of expression and said,

"Freedom of expression right is being exploited especially by the uneducated people.
It is a threat to national security. It is disastrous and degenerative. There is no law to counter
any strategy. Right now, people believe they should have all the state and policy matters; they
consider it right. Moreover, the biggest dilemma is that less informed people use this info to
make the narrative.”

According to respondents, in Pakistani society, this right is utilized negatively;
people do not have complete knowledge about it, and they consider it essential to talk about
every matter they do not even know about, which constructs trials for the state and
challenges for national security.

Pervasive Conspiracy Culture on Digital Media

The digital media landscape emerged as a potential breeding ground for conspiracy
culture, with the manipulation of minds through misinformation and fake narratives.
Almost half of the interviewees acknowledged the prevalence of conspiracy culture, with
media outlets and personalities being financially driven to advance certain narratives. The
fusion of financial incentives, political motivations, and technology underscores the urgency
of regulating digital media to counteract its potential for misinformation and distortion
(Uscinski et al.,, 2022). According to the responses, fifty percent of the respondents agreed
with the prevailing conspiracy culture in our information circulation domain, like news
channels, websites, and social media platforms. Corresponding to the same idea, Michael
Samuel said,

"Financial variables are powerful in driving fake media culture in Pakistan. Political
parties own dedicated channels work for the will of a political party by exploiting the
loopholes, which is the breach of journalist norms, though I do not know the exact law
corresponding to it."

One of the respondents linked conspiracy culture with money; he said,
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"Conspiracy culture is prevailing because of the greediness of media personnel who
could publish anything for money. Fellow countrymen could give this money for their vested
interests or foreign agencies trying to peddle their narrative in the enemy state.”

Digital media is playing a vital role due to its enhanced outreach and because it is
now more accessible in the latest handy devices with the advent of equipment. Media being
influential at the higher level of world wars to date, it is now affecting Pakistan by waging
psychological warfare and playing with the sentiments of people in any aspect through
misinformation, fake news, and propaganda.

Challenges in News Validation

The validation of news emerged as a critical challenge exacerbated by the rapid
proliferation of information on digital platforms. Astonishingly, only few respondents
claimed that news validation practices exist. The lack of reliable sources for verification,
coupled with a growing reliance on social media, creates a precarious scenario where
individuals are susceptible to manipulated narratives. This dilemma underscores the need
for comprehensive news validation mechanisms while navigating digital information
landscapes (Gillani et al., 2021). The gap appeared because people verifying information
rely on social media, meaning the same platform is used for verification, which is subject to
manipulation. Maryam Ansari admitted this fact and said,

"l use social media and check the news from different channels or Twitter accounts,
but all news is not present on every platform, so I wait for that kind of news to be public over
the media."”

There is another considerable backlash to the information culture of
Pakistan. Several reasons appeared on the page while tabulating this issue, and the most
repeated reason was that people consider that there are no reliable sources for verifying
the news. Salman Awan pointed out an important issue while responding to verifying news.
He said,

"l don't verify the news which I receive. This is because I have no tool available to verify
it."

Previously, people were inclined towards channels or organizations of interest for
getting information, but now the public is relying on famous personalities on social media
and relying on the information they circulate and building the perspective according to it.
This shift was witnessed when institutes like PEMRA or PTA imposed restrictions on
organizations (Graves, 2016).

Dual Nature of Digital Media

The digital media landscape was recognized as a dual-edged sword, offering
advantages and challenges. Nearly half of the respondents highlighted the benefits,
including rapid information dissemination, enhanced connectivity, and amplification of
underprivileged voices. However, these advantages are accompanied by the swift spread of
misinformation and propaganda, necessitating a careful balance between the positive
potential and potential pitfalls. Talking about the constructive characteristics of digital
media, Ayesha Tahir commented,

"Speedy proliferation of the data is a positive aspect of the data. The common gap
between people and the state is filled. People are much more informed. Through social media,
people convey their issues. Government surveillance of social media to know the people's
needs."”
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Responder Hamza Gill endorsed the positive impact of digital media and said,

"Its reach among people, easy communication, and ability to provide the user free
space to reach audience has made it revolutionary.”

Digital Media and Social Media as Dimensions of Warfare

The digitization of warfare introduced novel dimensions, with digital media and
social media emerging as potent tools. Approximately half of interviewees acknowledged
these platforms as the newest arenas of warfare, capable of shaping public perceptions and
attitudes. The weaponization of every piece of information, coupled with the lack of
limitations on reach and impact, underscored the significance of digital media in influencing
societal mindsets. The prominence of these platforms necessitates a nuanced approach to
address their potential for both positive and negative impacts. Hafsa Mazahir, while
explaining this asymmetrical concept, said that:

"Social Media is the newest form of warfare. Negative dominion is problematic. every
piece of information is weaponized. It has no limit on the range, target, or damage. It can
pollute any amount of people's minds."

Comparing it with the ratio of positive impacts of digital media, where the rest of
responders supported positive aspects of digital media, we can say that the threats and
reasons for considering digital media as a tool in a new form of warfare are superseding.
The most commonly used platforms for information are social media platforms, including
Facebook, Twitter, YouTube, and Instagram. Few limitations are being imposed by the
Pakistan Telecommunication Authority to avoid the spread of bogus news and conflictual
news agendas. Despite all the limitations, this information medium remains prone to
conflict and struggle (Idrus & Azziza, 2014) . Faizan Alj, relating the same notion of digital
media and specifically social media, said,

"Social media is demoralizing in its newest dimension as it is used to create terror
against a particular community. This has become easy with the advent of social media and the
internet as the world has become a global village.”

The age of fifth-generation warfare has negatively impacted Pakistan's
information culture. It is due to multiple reasons. First and foremost is the adverse
application of the right to speak freely. People are unaware of the factual context of this right
and consider that they can say anything, but the reality is that the clause for this right
implies that it should be in the integrity of Pakistan and corresponds to Islamic Principles.

A summary of all the key themes is presented in Table 1

Table 1
Key Themes
Themes Key Points
Respondents provided diverse definitions of fifth-generation
Perceptions and warfare, emphasizing its utilization of cyberspace, fake news,

Definitions of Fifth- propaganda, and misinformation. - Fifth-generation warfare
Generation Warfare aims to weaken states by exploiting ideological divisions and
societal vulnerabilities.

Over 59 % of respondents identified fifth-generation warfare as
a substantial threat that manipulates thinking. - Cyber terrorism,
a subset of this warfare, poses a menace with threats, data
breaches, and misinformation campaigns.

Emergence of Fifth-
Generation Warfare
as a Threat
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Incomplete The right to freedom of expression is often misused, leading to
Understanding of distorted narratives and undermining national security. -
Freedom of Unawareness of citizens about the limitations of this right
Expression contributes to the manipulation of information culture.

Pervasive Conspiracy

Conspiracy culture thrives in digital media, driven by financial

incentives, political motivations, and technology. - Manipulated
narratives and misinformation challenge discerning accurate
information from distorted content.

News validation practices are lacking, with only 24% of
respondents claiming their existence. - Reliance on social media
for validation perpetuates vulnerability to manipulated

Culture on Digital
Media

Challenges in News

Validation narratives. - Addressing the challenge of news validation
requires comprehensive mechanisms to navigate the digital
information landscape.

Digital media offers advantages like rapid information
dissemination, enhanced connectivity, and amplification of

Dual Nature of Digital underprivileged voices. - These benefits are coupled with the

Media swift spread of misinformation and propaganda. - Balancing the
positive potential with the risks is crucial in managing digital
media's impact.

Approximately 43% of respondents recognized digital and social

Digital Media and media as new dimensions of warfare. These platforms shape

Social Media as public perceptions and attitudes by weaponizing information. -

Dimensions of The potential for both positive impact and manipulation calls for

Warfare a nuanced approach to manage their role in influencing societal

mindset.

In summary, with its multifaceted tactics, fifth-generation warfare threatens
Pakistan's information culture by exploiting ideological divides, manipulating freedoms,
and propagating conspiracy culture. The digital landscape offers opportunities and
challenges, demanding informed policies and strategic responses. To safeguard national
unity and integrity, promoting media literacy, bolstering digital media oversight, and
enhancing public awareness are imperative steps forward. As Pakistan grapples with the
complex dynamics of fifth-generation warfare, a balanced approach encompassing
education, regulation, and awareness is vital to preserve its information culture (Kamboh
etal, 2021);

Conclusion

Drawing upon insights from the data, the discussion section unveils the intricate
interplay between individual behaviors and Pakistan's information culture. Ideological
nuances and unaddressed gaps, such as the dearth of resources for news verification and a
lack of awareness, often influence this phenomenon. Central to this discourse is identifying
key challenges confronting the state in navigating the evolving information landscape,
increasingly dominated by digital platforms. Fifth-generation warfare has penetrated
various sectors of Pakistan, prominently manifesting in political and social challenges.
Foremost among these challenges is the peril it poses to democracy. The vacuum created
between the state and its citizens is exploited, fostering misunderstanding, misinformation,
and mistrust (Akhtar et al,, 2021).

Moreover, the erosion of harmony, national unity, and political consensus presents
a significant concern. The social fabric bears the weight of mental turbulence, a hallmark of
psychological warfare intrinsic to fifth-generation warfare. Amplifying this discord is the
proliferation of misinformation and fabricated narratives disseminated through digital
media, exacerbating societal unrest. While Pakistan's military has acknowledged this
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menace, the civilian segment must appreciate its gravity, fostering a joint effort to mitigate
this threat. Understanding the provocation and ramifications of fifth-generation warfare is
critical as it progressively shapes our lives.

Recommendations

This research offers recommendations to address policy gaps and implement administrative
and ideological reforms aimed at enhancing Pakistan's resilience against fifth-generation
warfare threats driven by the unwitting behavior of its populace. The proposed steps include:

1.

2.

6.

Mitigating Ideological Extremism: Safeguarding national unity and countering
ideological extremism is essential to fortify Pakistan against divisive forces.
Establishing Robust Media Oversight: Creating a comprehensive media oversight body
can monitor and regulate digital platforms to mitigate vulnerabilities.

Raising Public Awareness: Educating citizens about fifth-generation warfare's
intricacies and implications, along with their rights, can promote responsible digital
media usage.

Enhancing Media Literacy: Providing media entities with practical skills in responsible
reporting can contribute to societal well-being and national security.

Promoting Cybersecurity Education: Elevating cybersecurity education across
educational sectors can strengthen Pakistan's capacity to protect its information
culture.

Enforcing Digital Media Regulations: Strengthening legal frameworks and penalties for
non-compliance is crucial to deter malign actors.

This research highlights the evolving nature of fifth-generation warfare and its impact on
Pakistan's information culture. Implementing these recommendations can lead to a more
resilient information culture in the face of digital challenges.
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